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Abstract
Nowadays, the use of image data as records of documents or speech in smart devices such as smartphones or tablets is increased.
This paper addresses the development of a system that preserves important image data in a database server via smart devices. The
feature of this system is the usage of an optimistic light weight protocol by means of a hash chain that constructed using data between

each smart device and this server. Faulty data in one side can be recovered from those in the other side using this protocol.
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Fig.1 System architecture outline.
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create table ImageData(
pid int not null auto_increment,
image blob,
caption varchar(255),
timestamp varchar(255),

nid varchar(255),
primary key(pid)
)
(a) blob

create table ImageLink(
pid int not null auto_increment,
file_path varchar(255),
caption varchar(255),
timestamp varchar(255),

nid varchar(255),
primary key(pid)
)
(b) link

Fig.2 Definition of tables with image data.
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Fig.4 Creation of hash chain.

L, P2T7A4T VR ] TRELTVWAEEKD A 2
=T A EFE O T =N ED LT D, LI,
blob 7 T2, link FXTHLREEICITZD. 7
TAT U EPET—NR"A~DEEFEREEE i & T5.
BoOBETOFZRT. BEHT—4 P, IZi%, RDBIC
WRETHEIC, Fy 7 va S0 BNz bh
L4, TDHE, JIA4T O i EIAEOEE
T=F D, 0, BER OGS, D, (P A ),
(PoinhAii), (P A ) ERTZENTED.
ZOTFT—XEHIZ, FHE 2 OXLHITEKR Ny v
2 {bEIT> TN D.

[FhE 2 nNyvadFz—rDfERK]

OB H% {3 > Perceptial hash #% (LLF, PHash
) ARV T 64bit IZJEMT 5.

h; ; =PHash(P; ; ), h;;,= PHash(P,, ,),

h PHash (P; ; 4)

i,

joisT

G=1, .., m)

receive < Dj;, nid > from n;

do;ji=H(Dj;) //digest of data
hoji=H(hojia, doji) //summary of the history
it

}

D7 ITAT Y MIOLEIZIB T, D, XAT
vy 7 i (F—=ri) TZIAT M (/S —Fn, (=1,
c,m) PHH—= A llikbNSH5T—FTHDH. D,
XEBT —% P, @M A, (pid, cp, ts, 1, nid)
NH DT —H T, pid, cp, ts, i, nid 1T& %,

pid: 5 —# id, cp: F¥ I a L, ts: XA A
AR T i ERAE (X —) B, nid: / — F id
ERLTCVWD. d 1% d = HD, ) OlELNDT

— 2 OEKNETHY, b 1T A,
CIELNDEBEDOEMNMEZELZL TWVD.

FT—4 <D, nid> BY¥— A" nlcEsnD L, W
—AMOLFRTIE, D BEAT v 1T/ — R j»
DINE LT — 4T 2L, nflOs 747
MmHE%ELNDLT—HZOFfD,, =%D,, =D, ; UD,; U

= H(h.

J,i-1,

d; ;)M



AT = TINA 2L —INZKBA A=V T =BTV AT o=y ¥ aF = — VIZKBRBINKRE T T t 2L % W24 107 L HIH—

m, i

e UD; U UD,, BDAT v 7 i TOHF— 3l
DT =B LD dy W d,  =HD,; ) PHIELR
DT — X DBEKME, hy o WX by = H(hy oy dy i)
MHELNIBREOENMEEEZL TN

B HEBE L, =R T4 T MHORAT v
T ATy T i+l OOy —4 v AKX E Fig.5 1T
RYT. ZOBA, DB T, 27 I9A4 7 8 jmicrs o
AT M MIDOANY Y 2 i hj,i =MDy =
B ho, j,i OXBMET, 7747 B nHOHE,
2m DNy v a BB RGFTHDERPMLEICRD.

Client (node j: n;) Server (node 0: no) HDB
< ho,j,i-1, No >
»
dii = H(Di.)
hii = H(hjia, dii)
< Dij, nj> . <hii, ni>
-
doj=H(Djs)
hoji= H{ho,js1, do,)
< hoj,i, no>
diset = H(Dyie1)
hiie1 = H(hy, diie)
< Djist, nj> ) <hyer, >

Fig.5 Sequence of hash chain protocol.
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